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Learn about HTTP ™ Proxies
Learn how to use Maven
Learn about URLs and HTML 23

Better understand the interaction of web browsers and web servers

Learn how to build Stand-Alone Java Servlets ¥




e The web is boring.




e The web is boring.
e |t is time to “enhance” the WWW!!




e The web is boring.
e It is time to “enhance” the WWW!!
e How often did you search for the wrong terms in Baidu?




e The web is boring.
e |t is time to “enhance” the WWW!!

e How often did you search for the wrong terms in Baidu?
e How often did you visit the wrong website?




e The web is boring.
e |t is time to “enhance” the WWW!!

e How often did you search for the wrong terms in Baidu?

e How often did you visit the wrong website?

o How often did you find that the text of a website displayed in your
browser could be improved?




e The web is boring.

e |t is time to “enhance” the WWW!!
e How often did you search for the wrong terms in Baidu?
e How often did you visit the wrong website?

o How often did you find that the text of a website displayed in your
browser could be improved?

e Behold: All of these problems can be solved with a HTTP Proxy
Server!
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e What is a HTTP Proxy Server?

o Well, what is your browser normally doing?
e What is different with a HTTP Proxy?

e When you open a web page, normally your web browser sends the
HTTP request to the HTTP proxy instead of the web server.

e The proxy then sends a to the web server.
e The web server sends the resource (page) back to the proxy as body of
its

e The proxy sends the resource back to the web browser as body of its
HTTP response.

e What is this good for?

e caching
e protecting anonymity of users
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e What is a HTTP Proxy Server?

o Well, what is your browser normally doing?
e What is different with a HTTP Proxy?

e When you open a web page, normally your web browser sends the
HTTP request to the HTTP proxy instead of the web server.

e The proxy then sends a to the web server.
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e What is this good for?
e caching
e protecting anonymity of users
e monitoring, limiting access to internet, firewall

Distributed Computing Thomas Weise 5/14



HTTP Proxy Server %()

e What is a HTTP Proxy Server?

o Well, what is your browser normally doing?
e What is different with a HTTP Proxy?

e When you open a web page, normally your web browser sends the
HTTP request to the HTTP proxy instead of the web server.

e The proxy then sends a to the web server.
e The web server sends the resource (page) back to the proxy as body of
its

e The proxy sends the resource back to the web browser as body of its
HTTP response.
e What is this good for?
e caching
e protecting anonymity of users

e monitoring, limiting access to internet, firewall
e ...and, of course, for “enhancing” the WWW!
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e For each incoming HTTP connection A (from a client such as a web
browser)
e (re)construct the original URL that the client originally wanted,
including
e the “parameters” of the URL, if any, i.e., the query string and
e read the HTTP header fields and adapt them to what our proxy can
support (e.g., maybe we cannot support persistent connections)

o If the request cannot be satisfied directly, open a new HTTP
connection B to the host indicated by the original URL
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e For each incoming HTTP connection A (from a client such as a web
browser)

o If the request cannot be satisfied directly, open a new HTTP
connection B to the host indicated by the original URL

e From the connection B read the answer

e Then it will forward these elements read from connection B via
connection A back to the client, i.e.,
e the HTTP status code,
o the HTTP header fields (this includes, e.g., cookies sent from the
server to web browser to establish a session), and
e the actual message body.
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In other words: We can implement a HTTP proxy as Java Servlet!

Deployment?

Normally, Java Servlets are deployed into a servlet container

The Jetty ®! can be “embedded”, i.e., packaged into a single jar
archive together with the Java Servlets
With Maven, we can build a “fat jar'
and required other libraries.

This can then be executed stand-alone, like a normal jar

also including all dependencies
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https://github.com/thomasWeise/distributedComputingExamples/tree/master/javaServlets/proxy

Don't worry. | have already done all of this for you.

It is part of my example code repository on GitHub

In folder javaServlets/proxy you can find an Eclipse project with
Maven pom

At https://github.com/thomasWeise/distributedComputingExamples/tree/master/javaServlets/proxy,

you find a detailed documentation and a usage guide
So what is the task?
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Task %\

Modify the Java Servlet Proxy example to implement at least one of
the above “enhancements” or invent your “enhancement”.

This enhancement must not break the web pages, i.e., cannot destroy
links or the page structure

It must also not lead to any other form of error

Build a stand-alone jar with your implemented proxy servlet with
Maven

Run your serverlet locally, set up the web browser to use your proxy,
make screenshots (I demand 5 screenshots!)

Submit your code, jar, and screenshots as a zip archive named

hw02_ [your_student_id] .zip (Where [your_student_id] is replaced
with your student id) to me
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L] T h € https://github.com/thomasWeise/distributedComputingExamples/tree/master/javaServlets/proxy
contains detailed instructions on how to build the jar , how to setup

the web browser for using the proxy, and how to run the jar in the
background without creating any visible window

e There are only two classes in the project, you need to modify
ProxyServlet

e This class is extensively documented.
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